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III. Physical Layer 

A. Compute system 
B. Storage system architectures 
C. Network connectivity 
 

IV. Virtual Layer 
A. Virtual layer functions  
B. Virtualization software   
C. Resource pool and virtual resources 
 

V. Control Layer 
A. Control layer functions  
B. Control software  
C. Software-defined approach for managing IT infrastructure   
D. Resource optimization techniques 
 

VI. Service and Orchestration Layers 
A. Service layer functions  
B. Cloud portal  
C. Cloud interface standards  
D. Protocols for accessing cloud services  
E. Service orchestration  
F. Cloud service lifecycle  
 

VII. Business Continuity 
A. Business continuity and service availability 
B. Fault tolerance mechanisms   
C. Backup and replication   
D. Cloud application resiliency 
 

VIII. Security 
A. Cloud security threats 
B. Cloud security mechanisms 
C. Governance, risk, and compliance  
 

IX. Service Management 
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